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LLM Advancement

Major Large Language Models (LLMs)
ranked by capabilities, sized by billion parameters used for training

Source: informationisbeautiful.net



LLM Advancement

Source: AI Index, 2025 | Chart: 2025 AI Index report
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2025 Is the Year of AI Agents



Security Principles

J.H. Saltzer; M.D. Schroeder, 1975 Computer Security: Art and Science 

Book by Matthew Bishop, 2003



Security Principles in AgentSandbox

1. Defense-in-Depth: Deploying multiple layers of defense, mutually 

reinforcing each other to minimize potential damage. AgentSandbox has 

multiple components that complement each other to offer defense-in-depth.

2. Least Privilege: The ephemeral agent can be provisioned with the least 

amount of information and privileges necessary for performing the task.

3. Complete Mediation: Ensuring that every access to a resource is 

verified before it’s granted, we examine all outbound or inbound messages

4. Psychological Acceptability: Reducing user tuning efforts while 

achieving the necessary flexibility for practical and secure agent operations.
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Overview
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Illustrative Example: comparing travel agent risks
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